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Motivation for MMU (1/3) $
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Allow software to use more memory than physically available

Memory Space Assigned to
Program

RAM Memory

Attribution: https://www.baeldung.com/cs/virtual-memory-why
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Motivation for MMU (2/3) $

BREKER"

Handle Memory Fragmentation

> Memory

Fragmentation

6GB RAM When A and C finish,
D won't have contiguous space

Attribution: https://www.baeldung.com/cs/virtual-memory-why
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Motivation for MMU (3/3) $
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Isolate memory accesses acCross processes

— T LT

O

Data not Secure

All accessing @1

/

RAM Case Value
Garbled Result

Attribution: https://www.baeldung.com/cs/virtual-memory-why
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Virtual Memory Mapping 6

BREKER"

Each program sees a virtual address (VA) that is mapped to a physical address (PA)

Virtual Addr Physical Addr

(VA) Map B (PA)

Map D

Mappings Disk
Attribution: https://www.baeldung.com/cs/virtual-memory-why
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Virtual to Physical mapping via Page Tables 6
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Each program gets a multi-stage page table lookup
* Having multiple levels of page tables reduces overall memory usage

Translation Physical Addr
Virtual ( PA)- e
Addl' MapB '.‘...-t"'
(VA)
% PT1 PT2
Program B needs From Virtual Address Fid PA in RAM
access to Address to Physical Address or Disk

Attribution: https://www.baeldung.com/cs/virtual-memory-why
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Virtual to Physical mapping via Page Tables 6
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TLB Cache store a copy of previous table walks to improve performance
e Software must flush appropriate entries from TLB when page mapping is changed

Physical
Address
Translation

Attribution: https://www.baeldung.com/cs/virtual-memory-why
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One Stage Address Translation Page Table Walks 6
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Virtual address Physical Address
9 9 2] 12 44 12
——[ EXT[ 2 | 11 | Lo [offset] | PPN |Offset |
| X
44 10
11
44 10
i 11
PPN [Flags 1
1‘ 44 . . .
. ! oo Traes] | 5 * Build up sparse tree of page directories
. !  S/U mode
APage Directory 1 L 3 PPN Flags
L > T
IE Page| Directory ;

Page Directory

63 53 10 9876543210

e

Reserved | Physical Page Number RSWD A X \"

GU

V - Valid

R - Readable

W - Writable

X - Executable

U - User

G - Global

A - Accessed

D - Dirty (0 in page directory)
Reserved for supervisor software

=

Figure 3.2: RISC-V address translation details.

Attribution: https://clownote.github.io/2021/03/06/xv6/Xv6-page-table/
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Hypervisor and Two-Stage Address Translation 6
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Guest Guest .
Vi rt u a I ‘ V|in:u:| a|ddrjss| \ | . | Ph:fiical Addre:;: P hys i Ca I | Vlin:ugl alddrissl \ | N | Ph):fica\ Addre:.zs P h yS I Ca I
— | EXT| L2 | L1 | Lo |Offset PPN [offset | — | EXT| 2 | 1u | Lo |offset PPN | Offset
T e | T o Address

Address
(GVA) i “ (GPA) i “‘ (PA

ﬁ PN |Tlage 0 ﬁ P fTlog 10 ﬁ
44 44
t [ 511 t I 511
1 1

0 0
\ . -
Page| Directory ; ] Ly PPN |Flags Page| Directory 1 ] —> PPN |Flags

N E |- I |-
age| Directory 1 Page|Directary 1
vsatp L hgatp L

Page Directory Page Directory

Address

virtual-VS/VU-mode

Attribution: https://clownote.github.io/2021/03/06/xv6/Xv6-page-table/
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Vignettes from the RISCV ISA: satp CSR

3.1.11. Supervisor Address Translation and Protection (satp) Register

The satp CSR is an SXLEN-bit read/write register, formatted as shown in Supervisor address
translation and protection (satp) register when SXLEN=32. for SXLEN=32 and Supervisor address
translation and protection (satp) register when SXLEN=64, for MODE values Bare, Sv39, Sv48, and
Sv57. for SXLEN=64, which controls supervisor-mode address translation and protection. This register
holds the physical page number (PPN) of the root page table, i.e., its supervisor physical address
divided by 4 KiB; an address space identifier (ASID), which facilitates address-translation fences on a
per-address-space basis; and the MODE field, which selects the current address-translation scheme.
Further details on the access to this register are described in [virt-control].

MODE

Fig

Encoding of satp MODE field. shows the encodings of the MODE field when SXLEN=32 and SXLEN=64.
When MODE=Bare, supervisor virtual addresses are equal to supervisor physical addresses, and there
is no additional memory protection beyond the physical memory protection scheme described in
[pmp]. To select MODE=Bare, software must write zero to the remaining fields of satp (bits 38-8 when
SXLEN=32, or bits 59-0 when SXLEN=64). Attempting to select MODE=Bare with a nonzero pattern in
the remaining fields has an UNSPECIFIED effect on the value that the remaining fields assume and an
UNSPECIFIED effect on address translation and protection behavior.

When SXLEN=64, three paged virtual-memory schemes are defined: Sv39, Sv48, and Sv57, described
in Sv39: Page-Based 39-bit Virtual-Memory System, Sv48: Page-Based 48-bit Virtual-Memory System,
and Sv57: Page-Based 57-bit Virtual-Memory System, respectively. One additional scheme, Sv64, will
be defined in a later version of this specification. The remaining MODE settings are reserved for future

use and may defil The satp CSR is considered active when the effective privilege mode is S-mode or U-mode.

Executions of the address-translation algorithm may only begin using a given value of satp when satp is
active.

© Breker Verification Systems, Inc. All rights reserved.
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Vignettes from the RISCV ISA: sfence.vma instruction

3.2.1. Supervisor Memory-Management Fence Instruction

3 25 24 28 19 15 14 12 N1 7 6 ]
funct7 rs2 rsi funct3 rd opcode
7 5 5 3 5 7
SFENCEVMA asid vaddr PRIV ] SYSTEM

The supervisor memory-management fence instruction SFENCE.VMA is used to synchronize updates
to in-memory memory-management data structures with current execution. Instruction execution
causes implicit reads and writes to these data structures; however, these implicit references are
ordinarily not ordered with respect to explicit loads and stores. Executing an SFENCE.VMA instruction
guarantees that any previous stores already visible to the current RISC-V hart are ordered before
certain implicit references by subsequent instructions in that hart to the memory-management data
structures. The specific set of operations ordered by SFENCE.VMA is determined by rs7 and rs2, as

described b
associated
instruction g

For the common case that the translation data structures have only been modified for a single address
mapping (i.e., one page or superpage), rs1 can specify a virtual address within that mapping to effect a

translatio
structured
space. Th

® If rs12xe and rs2=xe, the fence orders only reads and writes made to leaf page table entries

correspondi

nrl tn the wvirtiial addrecse in rel1 for all adrdrece enares The fenre alen invalidates all

address-trar
address in r

An implicit read of the memory-management data structures may return any translation for an address
that was valid at any time since the most recent SFENCE.VMA that subsumes that address. The

ordering implied by SFENCEVMA does not place implicit reads and writes to the memory-
management data structures into the global memory order in a way that interacts cleanly with the
standard RVYWMO ordering rules. In particular, even though an SFENCEVMA orders prior explicit
accesses before subsequent implicit accesses, and those implicit accesses are ordered before their
associated explicit accesses, SFENCE.VMA does not necessarily place prior explicit accesses before
subsequent explicit accesses in the global memory order. These implicit loads also need not otherwise
obey normal program order semantics with respect to prior loads or stores to the same address.

© Breker Verification Systems, Inc. All rights reserved.
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Vighettes from the RISCV ISA: Page Table Entries

37

2019 10 9 8 1 0

7 6 5
PPN[1] PPNI[O] RSW D|A|G
12 10 2 1 11

= || &

3 2
X|W|R|V|
1T 1 1 1
Figure 19. Sv32 page table entry.

The PTE for
valid; if it is
permission
respectively.
otherwise, it
are reserved
bits.

Attempting to fetch an instruction from a page that does not have execute permissions raises a fetch
page-fault exception. Attempting to execute a load or load-reserved instruction whose effective
address lies within a page without read permissions raises a load page-fault exception. Attempting to
execute a store, store-conditional, or AMO instruction whose effective address lies within a page

without write pgCase, Supervisor code will fault on accesses 1o user-mode pages. Irrespective of SU
may not execute code on pages with U=1.

, the supervisor

&

BREKER"

For non-leaf PTEgpage has been written since the last time the D bit was cleared.
table are global

whereas marking [Two schemes to manage the A and D bits are defined:
space with a diffs

bit is clear, a page-fault exception is raised.

o i An alternative PTE format would support different permissions for supervisor and
< o user. We omitted this feature because it would be largely redundant with the SUM
MeThe RSW field is reserved for use by supervisor software; the implementation shall ignore this field.
The U bit indic{ endg
the page when Each leaf PTE contains an accessed (A) and dirty (D) bit. The A bit indicates the virtual page has been

access pages v '€ G bit designgread, written, or fetched from since the last time the A bit was cleared. The D bit indicates the virtual

mapping being us The Svade extension: when a virtual page is accessed and the A bit 1s clear, or 1s written and the D

© Breker Verification Systems, Inc. All rights reserved.
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Vignettes from the RISCV ISA: Virtual Address Translation

Process

3.3.2. Virtual Address Translation Process

A virtual address va is translated into a physical address pa as follows:

saty

1 Let 5. A leaf PTE has been reached. If i>® and pte.ppn[i-1.0] # 8, this is a misaligned superpage; stop
and raise a page-fault exception corresponding to the original access type.

2 Let| & Determine if the requested memory access is allowed by the pte.u bit, given the current privilege

acce mode an
orig page-fau
3. If 7. Determin
starl Shadow 9

accl g, Determin

4. Othl and raise

next level of the
to the original ad

9. If pte.a=0, or if the original memory access is a store and pte.d=0:

® [f the
the or

Svade extension is implemented, stop and raise a page-fault exception corresponding to
iainal access tvpe

® [f g
corres

® Perfon

The results of implicit address-translation reads in step 2 may be held in a read-only, incoherent
address-translation cache but not shared with other harts. The address-translation cache may hold an
arbitrary number of entries, including an arbitrary number of entries for the same address and ASID.
Entries in the address-translation cache may then satisfy subsequent step 2 reads if the ASID

&
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B Cd associated with { Implementations may also execute the address-translation algorithm speculatively at any time, for any

mapping. To eng

B If| instruction must
d

The address-tran
m If

in memory direc

0. The translamorm=s—=occess

® pa.pgoff = va.pgoff.

virtual address, as long as satp is active (as defined in Supervisor Address Translation and Protection
(satp) Register). Such speculative executions have the effect of pre-populating the address-translation
cache.

Speculative executions of the address-translation algorithm behave as non-speculative executions of
the algorithm do, except that they must not set the dirty bit for a PTE, they must not trigger an
exception, and they must not create address-translation cache entries if those entries would have been
invalidated by any SFENCE.VMA instruction executed by the hart since the speculative execution of the
algorithm began.

© Breker Verification Systems, Inc. All rights reserved.
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MMU & Hypervisor Test Plan: Select Privilege Level 6

BREKER"
1.1. MMU & Hypervisor Page Translation

Tests Plan for Paging and Hypervisor functionality.

Start: Select privilege level

1.1.1. Select privilege level

RVMmuOp::gotoPrvs...

IsaRef: link =
N
CvgRef: gotoPrv . RvMmuOp::gotoPrvu...
RVMmuOp::gotoPrv - ]35;" -
Pick a random privilege level to use for the scenario. T
Zo RvMmuOp::gotoPrvVs...

Select one of:

RvMmMuOp::gotoPrvVu...

® |ser mode

® Hypervisor-extended supervisor mode
® Virtual user mode

® Virtual supervisor mode
NOTE: cannot run MMU operations in Machine mode.

TODO: support disabling of misa.H for S and U mode even if H extension is supported

© Breker Verification Systems, Inc. All rights reserved. 19



MMU & Hypervisor Test Plan: User Mode 6

BREKER"
1.1.1.1. User mode
RvMmuOp::gotoPrvs... I
-

CvgRef: gotoPrvU S %

)3 RvMmuOp::gotoPrvu I__

&lg”" N RvMmuOp::makePageMapSatp...

Do e

\\{9\'-*- RvMmuOp::gotoPrvVvs... I

i require PTE.U ﬂag RvMmuOp::gotoPrvvVu...

® Setup one-stage address translation
® Switch to U-mode

® Select operation

© Breker Verification Systems, Inc. All rights reserved. 20



MMU & Hypervisor Test Plan: Setup one-stage address 6
translation BREKER"

1.1.3.1. Setup one-stage address translation

‘ RvMmuOp::satpModeBare I

Isa REf: I-i n k /l RvMmuOp::satpModeSv39

e

‘ RvMmuOp::satpMode

N | RvMmuOp::satpModeSv48

CVg RE‘f: m a kE‘ Pa g E" M a psa t p J RvMmuOp::buildPageMap _ RvMmuOp::makeRootPage... I \r_

I RvMmuOp::makePageMapSatp I

RvMmuOp::satpModeSv57

_41 RvMmuOp::writeSatp... I | RvMmuOp::mapYamlRegions... .

Do

® Select one-stage paging mode
® Allocate 4KB naturally aligned root page
® Page map code stack and code addresses

® Write satp with root page table address and mode

TODO: randomize AISD mapping

© Breker Verification Systems, Inc. All rights reserved. 21



MMU & Hypervisor Test Plan: Select operation

1.1.2. Select operation

Pick an operation to exercise page translation
Select one of

® Do load operation

19—

19

® Do store operation RVMmUOp::gotoPrvU |

RvMmuOp::makePageMapSatp...

® Do execute operation

TODO: need to add LR, st and AMO operations.

© Breker Verification Systems, Inc. All rights reserved.
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RvMmuOp::dolLoad...

A J

RvMmuOp::doStore... I

B

RvMmuOp::doExec...

22



MMU & Hypervisor Test Plan: Do store operation 6

BREKER"
1.1.2.2. Do store operation

RvMmuOp::getPhy2Virt...
IsaRef: link -

RvMmuOp::getVirt2Phy...

CvgRef: doStore

RvMmuOp::doStore i —{ RvMmuOp::predictFaults

® Allocate virtual address

RvMmuOp::flushTlb

® require PTE flags D, A, W, R and V set

.

® if (U or VU mode) require PTE flag U set RvMmuOp::checkFaults

® Store to allocated virtual address and update memory scoreboard

® Check expected page faults for mcause CAUSE_STORE_[GUEST_]PAGE_FAULT

NOTE: need both PTE.W and PTE.R — no write-only PTE flag configuration

© Breker Verification Systems, Inc. All rights reserved. 23



MMU & Hypervisor Test Plan: Allocate virtual address 6

BREKER"

1.1.4. Allocate virtual address

® allocate physical memory
® Page map pysical address to virtual address
® predict expected page faults

® if (two-stage translation)
® Generate hypervisor memory-management fence instructions

® Generate supervisor memory-management fence instruction

© Breker Verification Systems, Inc. All rights reserved 24



MMU & Hypervisor Test Plan: Page Map physical to virtual 6

address BREKER"

1.1.6. Page map pysical address to virtual address

J RvMmuOp::getvpn |

IsaRef: link

—— " RvMmuOp:pickNewVpn... |
- _'-'_';..---" __ o _] R\.Hmuﬂpnpldﬂ;l;ll I_ - — o -:I S I

® if (two-state translation) | Rmmpmwm I
[ e ——— 4‘._."1 RvMmuOp:getPteAddr |

CvgRef: getPhy2Virt

| RVMmuOp::getAddrs |

® Page map pysical address to virtual address to get gpa

I RvMmuOp::getPageBase I

I RvMmuOp::leafPteFlags... I
® for each PTE level

| “RvMmuOp::getPageTableEntry... |

|1 RvMmuOp::nonLeafPteFlags... |

® Pick VPN for PTE

® Pick PTE flags

TODO: clarify if sign extension (e.g. must have bits 63-39 all equal to bit 38) is used

TODO: clarify usage of megapages, gigapages, terapages and pentapages

© Breker Verification Systems, Inc. All rights reserved. 25



MMU & Hypervisor Test Plan: Pick PTE Flags

1.1.8. Pick PTE flags

1.1.9. Pick leaf PTE flags

L]

if (le1saret: tink

CvgRef: leafPteFlags

® [

® Pick leaf PTE.V

elsg@ °® Pickleaf PTER

® pPick leaf PTEW

® Pick leaf PTE.X

L .
® Pick leaf PTE.U

® Pick leaf PTE.G

® Pick leaf PTE.A
® Pick leaf PTE.D
® Pick leaf PTE.RSW

NOTE: assumes Svade exte
TODO: randomize reserved
TODO: implement peMT bits

TODO: implement N bit

1.1.9.3. Pick leaf PTE.W

CvgRef: leafPteW

® if (require PTEW)
® Select one of
B PTE.W set CvgRef: leafPteW1Set
B PTE.W clear CvgRef: leafPteW1CIrErr
W predict page fault
® else
® Select one of
B PTE.W set CvgRef: leafPteWBSet
B PTE.W clear CvgRef: leafPteWACIr

BREKER"

| RVMmuOp:leafPteRSW... |

| RvMmuOp:leafPteD...

| RvMmuOp::leafPteA...

© Breker Verification Systems, Inc. All rights reserved.

anmmp::mlags ) |——| RvMmuOp::leafPte.

I
|
| RVMmuOp:leatPteG... |
-
|

| RvMmuOp:leafPteWlset |

- | RvMmuOp::leafPteX...

| RvMmuOp:leafPtewl H—~| RUMmUOp:leafPteW1CirErr |

- RuMmuOpleatrewo | -H RVMmuOp: leafPtewoset |

| RyMmuOp::leafPteW

| 7 RvMmuop-earprer... |

S~ | RvMmuOp::leafPteWOCIr |
| RvMmuOp:leafPteV... |

26



MMU & Hypervisor Test Plan: Complete Scenario Model 6

BREKER"
int RvMmuOp::gotoPrv() {
select(
gotoPrvs(),
gotoPrvu(), — e —
==Z==
eaf PTE Flags ) e —
toPrvvu m—— ———
Soarrit I i —
return 0; ) -
}
Call graph of C/C++ program
with select() operator PTE/VPN addr

Load/Store/Exec selection

S/U/VS/VU Priv

levels _ _ .
Stage 1 & 2 mode A ) . /
—_ 3 Selection Non-Leaf PTE Flags

2.23e+138 possible 58 (Sv39,5v48x4 etc)

Planning paths!

© Breker Verification Systems, Inc. All rights reserved. 27
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MMU One-Stage Address Translation Example

B-@A

s Lreks info;
trek: info;

348 trek:
588 trek:
B8 trek:
6 Trek:
T8 Trek:
768 trek:
850 trek:
a0 trek:
988 trek:
988 trek:
A8l trek:
1828 trek:
Wi frek:
1128 Treks
1140 trek:
1188 trek:
1188 trek:
128 trek:
1288 trek:
1384 trek:

1328 trek: 1
Trek: info:
Lrek: info:
trek: info:
trek: info:
trew: info:

| ey oators of radrap 1

harto

info:
info:
into:
info:
into;
info;
infa:
info:
info:
info:

into:
info:
info:
i End ryMep. T
+ Begin rmaOp. 3 [event:0xS5c agent:hartd thresd: TR instasce: rvMaudp. 3 iteration: 1]
1 End rvMeulp.® [event:Bx62 agent:hart® thread: T8 instance:rvMmulp.d iteration: 1)

! Begin rMmeds. 6 [event:Bx63 agent:hsrt3 thresd:TH instasce: rvMaudp.6 iteration: 1]
+ End rvMms0p.s |
t Begin rMmsdp.9 [event:BuGd agent (Rart3 thread:TL instasce: rvMmu0p.9 iteration: 1]
+ End rvFeudp.® [eve

ErEETE——

Fow PR R paTe

e WD 4 NAA |um P -

hartl
T1 TO Tl

hart2

Test session 2 has started
5tar

t playing iteration 1
Begin reMmeOp.4 leventiBx3 agent:hart® thread! T8 instance:rvMnudp.4 iteration: 1)
End rvMmuilp.4 [event:Bxe agent:hart® thread:TE instance: reMmulp.4 iteration: 1)
Begin ruMmsOp. 18 [event:Bul? agent:hart8 thread:Tl instasce: rvMau0p. 18 iteration: 1]
End rvMmudp. 18 vent:Bxlb agent:hart® thread:T1l instance: refmudp. 18 dteration: 1]
Bagln reMes0p. ] [event:Ax23 agent:Rart] thread:TA Instance: rvMsulp, 1 dteration: 1]
End ryMestp. 1 [event:ixdd agent:hartl thread:TO Lnstance: refmudp, 1 lteration: 11
Begin rePeep. 8 [evenl:Bx3d agent:Rart2 thread:TH Dndtande: rvPaulp. B iteration: 1)
End rvMmsOp 8 [event:8x36 agent:hart? thresd: T8 instance: rdmudp. 8 iteration: 1)
Begin rePmwdp.% |event:Bx3a agent:hartZ thread:Tl instance: rvPoulp.5 iteration: 1)
End rvMmOp_ S [event:8xdd agent:hart? thresd:T1 instance: reMmudp.5 iteration: 1)
Begin reFmalp. +Bndd agent :hart? thread:T1l instasece: raulp.2 iteration: 1]
End rubmstp 7 [ agent:hart? thread: Tl instance: rvMoudp.? iteration:
Begin rdbesdp 1251 agent :khart3 thread: T Instasce: rimudp, 7 iteratien:
i025h agent:Rart3 Thread:TH instande: rvMaulp,? iteration:

vent:BxE9 agent:hart3 thread:TE instance:rvMmulp.6 iteration: 1]

%61 agent:hart3 thread:Tl instance: rvMmulp. 0 lteration: 1]

seer End of Test *
Test Report Sumsary *oes

susmary; 21 Events Execuled | Last Event: @wbf Instance: rvbmadp.5 )
sussary: Test PASSED

Replay thread is exiting...

Test

session 2 15 terminated

© Breker Verification Systems, Inc. All rights reserved.

hart3

TO T1 TO Tl

Meramy Mapn

8 ey dh

™ Fufslp. 5 Lrek_ses_ddrdsfabdbannl [BaL00E Byles)

Betore
L ] diraeas ATSE12cH
Eatt b 1) e GAGbadE
ot 185106 tagicsen
. atanrn nzTIEas Prhctddn
After
| - ARATEA drzaEass ATM12eR
- — fdiied1n cadbbin Gl
BB o, Laimliee LedicSch
- LT 1 AFPIGEE Prbe baddit
rfmdp. ] trak_sem deris0mBUSTRON [8xB0OR Eytas)
Safere
Eada e e 21B182eR
a1 168D Ta—
— = e e Preeree)
] BoETsL G507 eddfl

FWMnuop . 3

trek writedd (8xBEEEAEE8221883c TULL, BIEGG&BDBEBfeddElBULL:I H
£ wirt: Gx8B6BEOAEE phy: Dxﬂﬂﬁﬁﬂ-nba (vpn[2]=Bx2 wgn

i F.S'H-Ele D=B A=0 G=1 U=0 ¥X=0 W=B R=0 {non-leaf] V=1
trek_writefd (8xB00000862beb5T2IULL, Ox000G600EILdGAGABULL)
/4 satp L1: @xafad5888[ Bxbd ]| = BxafadGaas
Ff REW=0x2 0=8 A=0 G=0 U=0 X=0 W=0 R=0 {non- 'I.eafj V=1
ek wWr 4 [BxB00 b 0x i ad

£ satp LB: @xafadbf@d[ Bx5Se ] = Oxafadi@dd [leaf]

I I\rlrt

// page walk addresses:

/4 satp L2: phy: Gx9bdBdBad

4 satp L1: phy: oxafadssan

Ff satp L@:  phy: Gxafad2fo {(Tawlt)

ff satp LF:  phy: Oxafad2008 (virt: 0x351685e008 )

S/ RSW=Ax8 D—t." lfault] A=1 G=A lP—]. X=f H ifault) R=8 ffau'ltl V=8 {fault)

DK151555BDEIH phy: uxatddwuﬁtupnln Oxdd vpn[1]=0xb4 vpn[0]=8x5e

chalTald
AtaEdsEd

¥
1mA1Z118

AR
Aisibadi

AcnEléart
25412114
Terzadde

Adiwartl

Setadnt
53118844

i fiEaE
TCOdRE
Bl P B
*ba%1108

Iheba1a]
Tt

B P B
51108
SOSwabEE
HlzBceus

aTanazl
Bardb]ng

BREKER"

Sv39 mode + root PPN

Predicted PTE Traversal

TLB Flush instruction

Lokl rag ofo [ TREK PabibosOl Los, treklcaplnfoscil fioupaddc < fzafachsd i
P prEmeriid= P 2 '
asm volatile [* sfence.wma %0, x8;" :: "r" (0x351685e00BULL} §; 7/ virtual address I

érekhuHTrapInfn[ThEK PROCESSOR IDX] .wirtAddr = Gx351685e883ULL;
trekRvMTrapInfo[ TREK PROCESSOR IDX].pcFixup = gxffffffcooacaessnuLL;
trek gota priviPRY 5]

unsigned long epc, unusedl, unusedZ;
Ff write bytes at virtua
asm volatile |

"o la WA, 1"

" LL %1, @xccB3e368d5c25716."
YOlL %2, @x351685e868;"

"osd &1, B[%2);"

1 tsrt{epc), “sre{unusedl), “sro(unused2)

Trek goto priviPRe M)
[TTERRuI Tan

INTOT TRER PROLE SR TORT P Lrapy = o;

'lrek c2t_arglb, BIGMBWBBBGGWMU

it (fitrekRyMTrapInfo[TREK_PROCESSOR_IDX].count == Sx@000088880080081)) {

R
trek_c.:‘t_euem EE. ax5d);

Store to virtual address

Self-Checking Test

£f levent: std a.gent harT:‘. thread:Té instance:rvHmulp, 3]

w1l |
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MMU Hypervisor Two-Stage Address Translation Example

BREKER"

| T T — - O =

Be Qe gew peiewos jesn ek
@l B #p ER AAA bm S S P — o | e |

= Mprmop ey & Mermry dan T

—
I rviaudp AT trek_som ddrbeBaldf4Efed (SxE bytes)

hal‘tﬂ lr - v Bafore

e e

reMnulp. 17 2 Stage tranSIation

TO T1
£ REW=8x0 D=0 A=]1 G=1 U=8 {Tault} X=1 W=D R=8 V=0 [Tault)
trek writedd (BoB82254a3d24al46EULL, @x0000BEBELA42E3aBULL) ; .
virt: OxBde?5ted gpa: 9x89526f49285Fe0 phy: OxDeBdbfed (vpn[2]=0x2 wp pred|cted page Walk
Pa0e walk agdresses:
hgatp Ld: phy: Ox4BBEASEE00
hgatp L3: phy: Bx4bBeasloas dd
hgatp L2: phy: Gx4000852478 a resses
/ hgatp L1:  phy: Gx4B08853558
hgatp LB: phy: G=b344e5b0
hgatp LF: phy: Oxb0444880 [ gpa: Ox23d54b634a )
wsatp L2: phy: Oxb2444810 ( gpa: 0x23d54b6EA0 )
T T T R T
hgatp L3: phy: Ox4DBEE51210
hgatp L2: phy: Gx4iBBBESSTSE
hgatp L1: phy: OxdBBEAS6EdE
hgatp LA: phy: Gx4b00057188
hgatp LF: phy: Gx40000854800 ([ gpa: Gxifla83dilees )

vsatp L1:  phy: Gx4000054138 [ gpa: GxIfladafiless )
hgatp L4: phy: Gx4008858448

hgatp L3: phy: DxDeBE1528 C f ”
hgatp L2: phy: OxbS4474:c8 Overage O a
hgatp L1: phy: Ox4DBBASaGOE

hgatp LB: phy: 0xbD427650
hgatp LF: phy: OxbDd28808 | gpa: GxB052a65aGccEBD )

vsatp LB: phy: Oxb%4283a3 | gpa: OxB852abSaticcBbl ) {fault)
hgatp Ld4: phy: Gx4bB0a50449
{ hgatp L3: phy: GxBeb8lszs
ff hgatp LZ: phy: Bxb%dd4fled
£ hgatp L1: phy: Gx4008458248
Ff hgatp LB:  phy: 0=4008859428 (Tault)

£ hgatp LF: phy: BxBe6d688d S Eiign =

£F vsatp LF: gpa: OxB9528149285Ted (virl: 8xB4e73Ted )
trekRvMTrapInfe|TREK PRDCESSOR IDX].trekTrapInfos[o).fixuphddr = 9xb942E3a8ULL;
trekfuMTrapInfo| TREK PROCESSOR_IDK] . trekTrapInfos[). fixupValue = 8x2254a3d24a14 ToUL

possible page faults

trekRvMT rapInfo [ TREK PROCESSOR I0X] . trakTrapInfos[1]. fixupaddr = Gx4DBBGS942EULL; M ana ge ad d d Fress S |g N

trekfvMT rapInfo [ TREK PROCESSOR_IDK]  trekTrapInfos[1]. fixupValue = Gx27991affULL;
asn volatile (" hfence.vuma %8, wd;" ‘rt {@x84e¥5fedULL) ) S/ hypervisor virtua .
" asn volatile [* hfence.guma %8, w6;" ‘rt 8x89528F49285FeBULL) ); /Y gquest ph eXtenSIon
® 1480 trek: info: End reMoudp.26 [event:Gxbd sgent:hart® thread:T1 instance: ruMmulp. 36 #f sme write “ret’ dnstruction
iteration: 1] trek writelE(8xB382, trek mem ddrdedx1dG46Ted] ;
1588 trek: info: Begin rvMmudp.17 [event:@xbe agent:hart® thread:Tl instance:rvHmubp. {
17 iteration: 1] trekRuvMTrapInfe| TREK PROCESS0R IDX] pirtAddr = GxBde7?5TedULLl;
1520 trek: info: End rvMnuDp.17 [event:@xc? agent:hart® thread:T1 instance:rvMmudp.17 trekRvMTrapIntc [TREK PROCESSOR IDK] poFisup = @xffF1ffc0000000B8ULL ;
iteration: 1] trek_goto priviPEN WU} ;
1548 trek: info: Begin rvMmuldp.28 [event:8xcE agent:hart® thread:T1 instance:rvMmulp. LU S LG g 1
28 iteration: 1] #f execute 2 bytes at virtual addr @xddeT5feq
1560 trek: info: End reMnubp.28 [event:@xc9 agent:hart® thread:T1 instance: rvMmuOp. 26 asm volatile [ L d S B h
iteration: 1] * fence.i;® ) Oa tore ra nC tO
1588 trek: info: Begin rvMmudp.23 [event:@xca agent:hart® thread:Tl instance:rvMmnup, ) 1.1m,]m;g:f3;rpn;-
23 iteration: 1] * jalr x1, %0, @;*° d f = I
1608 trek: info: End reMoudp.23 [event:@xdd agent:hart® thread:T1 instance:rvMmuOp. 23 ¢ U=rt{unused) c: fxl an ro | I Vlrtua
iteration: 1] IH
E 1628 trek: info: Begin rvMmulp.25 [event:8xd]l agent:hart® thread;T1l instance:rvMmaulp, . dhentmtesbmi > o 1L

address

| Mmrmey komrs of robSrwiy 17
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Example Customer Bugs and ISA Misinterpretations 6

BREKER"

e Guest Page Fault vs (Host) Page Fault mcause for Hypervisor
e Code Prefetch past end of mapped page

e Request to support Sv39 for G-stage translation

e Failing to take page fault for bad PTE Flags

© Breker Verification Systems, Inc. All rights reserved. 31



Agenda 6

BREKER"

e Why do we need MMUs ?

e Virtual Memory and Page Table Walks

e RISCV ISA MMU & Hypervisor Specification
e RISCV MMU & Hypervisor Test Plan

e Example MMU Test Cases

e Debug, Coverage and Deployment
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Debug Failing Test

Y-
| Be Do ywm preteee e

T

o pp R KAA om L Y pr e

cpu_l cpu_2 cpu_3

T1 TO Tl TO T1

2920 wrek: infor crel _chesid

jrooonpaTe PRESED: dx3e [evenciixa agencsepu 0 chreadeTO instanceccreckses. |
3 even I

I thresd:Ti instancsrehecksas.l]

d trak_cpu 3 0240 MAIN]
infos Bagin moitiDp.3 [ewen! 3 thread:Tl inrtancerzolticp.2]
infas Fr 0x43 MAIN]

infor trek + oongare BAREEDs OxTéedd087 [ewentilixi? agentiops_L chreadsTl inetancesoheckss
infos trek_obeckll| |1 compare BAEEED: DKTEedd0ST  [ewenu:0kIl agenticpu_l cvhreadeTl instance robecks
infos trek_cheekll||r compare PRSSED: OxTéedd00T [ewencoinid agentiepu | ehread:Tl i creckEer . 1]
epu_ | threaderl irs et 1]
1060 traks ! K 3 e uciset.1]

Failing Error

L1080 traks 1 End mnlticp.2 | T agmntrcpn 1 thoasd:TlL inetsscscenltiop 2|

1100 in mEitiCp.d [#vent:i0xl4 agenticps | hossdsT0 inrtanceisnltiop.d]

11320 ? d [event s0x34 MAIH

1150 i | - TL oompleted |ewe Ox3B MAIH)

1180 errors trek oleckls| |+ nismavch sopecved: dxdelo, actuals B LATaermuleicp.d )

Li00 erek: info: Frocessor epu 2 iterarion done jevest:0xia MAIH]
Lig0 trek: info: trek sheckld||: compare PRSSED: Oxdafd (evest:0xié sgenscepo | throasdsTd inevarcesmuleiop.d)
L240 traks infa: trak checkid||: oompars PRSSED: Oxdefd [evest:021T sgentrepo 1 thrasd:?0 inscasce:euleiop.i)
1340 trekz mrrar: tzek checkl6||: mtzmacch 1 Cxmdmfc, actual: Dxdsfd [evectrOxlS agenticpn L thrasd:™ instescecrultiop.d)
1340 treks infoi tTek_checklf||: compars PAEFEDE Dxdefd |event:0x1P sgenticpn ) thrasdiT9 instancesrultiop-d]
1360 treks infos End solticp.] [eventslxla agentispe | thresdsT™ instancesrultiop-1)
1380 treks infos Begin omlticp.d [ewvencyixiT agencespu | choesdsTl inetanoessoltiop.d|
L300 vreks infos End soleitp.d [eventedxZB agentropo_l thresdsTl inscancesmoleiop.d)
L1320 rreke 1 Bagin writeRlk. @ [ewent:ixil agenticpy | chread:T0 instancerwritesli,
1340 trekz 1 End writenlh.2 [even xle agentrepa | chrasd:T inetascarwritesli. 2]
1360 trekz infa: Theusd trek _epu 1 Tl completed [vest:0239 MAIN]
S 1280 trekz info: Bagin checkSee.d [semnt:0xc agent: 0 thresd:T0 inrtancercheckses.d]
| stereey b sbora ot w3

© Breker Verification Systems, Inc. All rights reserved.
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l .?-"“ - [ ki .‘.o:éé;?;;oiut-r ::_Mrwﬂzmehs (0x2 Bytes) ..
Mem address and
predicted data used by

failing task

[Ep—
cobarency-aarehbd-readieiteMis, e
T T T =
#) muleiop.d
teek _weitedl shared(Ox2, trek ecpu 1| TO state):

1

came (Oxdp: £ wait for smlbibp.2
Lt {trek_read]l_sharsd|trek_opu_32 Tl _stats) < Oxl} break;

Crek eIt _event(Z, Dxld): £ Jeventrdxnld agentrepu 1 thread:TO instancermultidp. ¥)
fu ehx! trek messsge("Segin smlbibp.3®j: o

/7 memdllocRepeat with 0x5 blocks of Ox2 byten

{f pen_tap.readWrite.doRead / pes_top.opSetIopalke.m

{f=+é BRROR TRJECTBT IR WEXT CHACK </

Lt jtrek readld|trek mem ddr+Oeilaelebs) 1= Owdefe) { /F trek checkléf)
trwk_e2l_arg(2, Lrek_ceadlé|Lrek_mes
trek_cit_event(2, Oxi5);

f* tbx: trek_checklf[Oxdefs, tre

tiop / pee_top.checkBlkErr

1 thread: T8 instance:msltiop.3]
L

pan_tap.readicite.dolead [ pas_top.apistd

ffesrs NRROR THRIECTOD IH NEXT CHARCKE *#/

if {trek_roadlé|trok_mem_ddriCxiaclebal 1=
trek_cZt_arg(2, trek_readlfitrek_mem ddrd
Tewh g2t _evemtid, 0®LE)! £ avedri0als agestiepu 1 thesad!TO instanceimaltiop.2)

fo thx: trek _checklé[Oxdaid, trak mem dirtOxllasleba)j: =/

£ memAllooRepeat with Ox5 blooks of 0x2 byfkes

£4 pas_top.readWelte.deRead / psd_top.opSefZOpBlis.multiop / pos_top.momBlROps.checkBlk

il {trek_readld|trak mem ddr+lxileeleba)l 09 Oxdefd)] { / Lrak chackl&{)

trak clt arg(l, trak readléjtrok mem ddrjiz2lastabaj):

trek_cit_svenk(d, 0x17); #f [ewpntionl? agenticpu_l thread:TO instance maltiop. 3]
f+ thxi trek_cheokld (Oxdefd, trek _mem_pdr+OdxiZaeleba): */

]

f7 mompllocRepeat with D=5 ble

s &n tap. readirite.doRead [
{fves DRAM s

it {trek readld| tzol_llc;l:\? Eve n I d re | ates

veeh_e2t_arg(Zs trak_eeadlE(
trmk c2t event(?, Ox18j):

pae————" O "0 TO source

memhllocRepeat With Dx5 bBlocks of 01 bytes
pas_ top. readicite.dofead [ pas top.opSet20pBlks.mulrviop / pas Lop.

Libdp. 3]

kBlkBes

33



Analyze & Close Scenario Model Coverage

BREKER"

& TrekGraph 1.2.2: coherency-aarchid- readWinteMi

File Constramts Graph Wew Preferences Window

BB B¢ 03 2L MN4N AAA
Project Explorer BE=

CohErency -aarchbd-readvinte Mix =
pas_top.readWrite entry[12)
pss_top readWrite entry[13)
pss_top.readWrite entry[14]

p55_top. readwrite entry[15] — .

pss_top. readWrite eniry[1] L

PES_top. readWnte antry[2] — T

pss_top. readWrite entry [ 3] - = 1

pss_top.readWrite entry[4]
pss_top.readWrite entry[5]
pss_top.readWrite entry[6] [reeviusine ]
pas_top.readWrite. entry[7]
pss_tep readWrite entry[B]
pss_top.readWrite. entry[9]
ps5_top. readwrite exn[10]
pss_top. readWrite exitf11]
PES_top. readwnte exin(12]
pss_top.readWnie exigl3]
pss_top. resdWrite exit14]
pss_top. readWrite exit{15]
pss_top resdWrite exit]1]
pas_top.readWrite. exit2]
pss_top readWrite exin]3]
pss_top.readWrite exif4]

- S
Ps5_top. readwrite exi]s] L .
ps5_top.readWrite exits]
PES_top. readwnte exit[7]
pss_top. readWrite exit(8]
pss_top. readWrite exit]9)]
pss_top.wnteOnly. doWrite|1d]
pss top wiiteOnly daWrite[11]
pas_top.writeOnly. daWrite[12]

pss_top witeOnly daWrite]13] e T Ty it |
pss_top.writeDnly. doWrite[14]

Ps5_top.witeOnly dowrite]15] _

pss_top wibeOnly doWrite|1]

pEs_topwnteOnly dowrite]2]
pss_top wnbteOnly. doWrite] 3]
pss_top witeOnly daWrite]4]
pss_top.writeOnly doWrite|5]
pss_top writeOnly daWrite]a]
pss_top.wiiteOnly. daWrite[7]
pEs_top.witeOnly. dowWrite[a]
pss_top.witeDnly doWrite]]
ps5_bop. witeOnly entry(10]
pss_top.wnbeOnly. entry11]
pss_topwnteOnly entry12]
pss_topwnteOnly entry]{13]
pss_top witeOnly =ntry|14]
pss_top.writeOnly. &ntry{15]
pis_top wiiteOnly entry[1] -
4 3

Filter:

Legend (%)
W0 @1 0261 @s2-121 @122-181 W182-241 W>242

Show Hidden Nodes
L)

Path has been exercised

Path remains to be exercised

© Breker Verification Systems, Inc. All rights reserved.
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ISA Specs, Test Plans and Coverage
BREKER"

34 Superviass CERs | Page B7 L1 WML & Hypervincr Fage Trassisilon | Fage I
sufficiently (newpensive in implement dhat we comskder  worth supparting even i Chapter 1. RISCV ISA Verification Plam
Ny raTeNy ananked.
™ A3 Sipardass IAmationt, Wil 14 WA & Hepasvior Page Traasiarion | Page &
Thy mrnoeiced, 1.1
. oG il gt e 2 ab oy
2.2 13, a2 Pagu-Baed 324 VirtusbN erary Syten | Pape 84 Tea L. VIS & Fypeerhics Page T s ion | Page 4
i "
i . - . Saail L
- 4 1 nn 11 o
el . [ WP ] | wrha] | page otturt g
mn 0 w 1.4
- Figare 17, 5¥32 vTuH andvest.
T
.
G312 pag lati Soiail o1 27 pige-talk ealris (PTES) sazh of tour bylos A plge Lk i sl -
i the size of & mage and mest swms be aligned 10 8 page boundary, The phywical page number of the e
act oot page table s shored In e setp regisier, P .
an
ke = a1 o s ® ® ppcpadie PTE 1lags DL A, W, R o W ool
- ey o] PeM ] e rittust
2 Y N i & 7 (U or WU mode) requise PTE flag U set
. 2 E - vid]
. Figue 18 SWIF physical address. o ® Shore bo alocated vidual address and ugsdate memorny sconeboard
L » Check 5 1 B '
. . e BT e canaan . OF seawss CORSE.STANE, [RREST. aLr
ik A1 i 1] L LALI CILTES L LR # b NOTE: need bath PTEW and PTER — no wriie-anly PTE flag configwation
12 10 2 141144
34 NO ]
Fiqun 2 -
. ' Figure 16 5#32 page rabie endry. . Lid 3, Do ew ——
b T . e . BuaBuk lirk
W ¥ . Cowghbid: o
o 5PEN e w 144 o
a siru] gl ® Mliocate virlusl sddr
[ h Fe = with PTE fags o, K and ¥
= Ba 305 4, K 3 =t
Salq ® § (U or VU mode) requiee FTE flag U set
‘ Tabi 5 Encouteg of FTE AW fakds. . .
H W R Meanhg * .
B © 6 Polnier o nes lsvel of page abis. - .
8 0 1 Risd-on B, .
F B 1 0 Badind o St i 1.1.3. Setup address ransiation
B 1 1 Repd-wriie poge Tog
B 0 ExBH R 44 L1311, Setup aee-stags sdchsss trarmlation
&1
113y
1e G IsaRet
01 1 Resdewrieasacute nage IiaH
.l o Cgef:
a Al " tion 4 trat does not hase enecute permistions. ralses a feich - v
. ad or Insd-resenved hose 3 Da
rakse: I . .
LB # Saleci tage paging mod
o
B ! o ® iszaie LKB naturaly aligred mool page
L AMDS MO (@5 (e Dege-fatl SACAOIaNE. SHOE e aiealble page (5 also T s ® Page map code Sack and code K
L B vy b pesdonr an AMD G s uceadalle fage slmay ek @ ® WTIRE kg W FOOE DO RaEE SOCRESE BT MOoE ﬁ
"
e . 221 W=z42
TOOGCE randomize 1188 mapping - L ___ 1|
T i mra may only aec
T A whis Uzt [f the rvtscr reode softwan min aka
poress poages with sl ihe SUM bl chear, in wivich
Thes RISC -4 [ratreosan 5 Maa st Wdames 1| © RIGC - [iwmarons Thes RTSC -4 IITection et Msrisd Wilums 11 | © RISCY Imevotiaesl

ISA Specification RISCV Test Plan Coverage Reports
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RVA23 Profile Coverage Roadmap

BREKER"

Extension Description | Available Extension Description | Available Extension Description Available
! AVE4 is the mandatory base 1SA for RVAZ3UB4. | Yes Zagdrs Reservation seis 648 contiguous, aligned. 40124 Sv39 Page-based 39-bit virtual-Memory system. Yes
:‘ :“E'E'f"_'“”"ip':"“”" and dhviclan. | x"‘ Zinintpause Pause hint. [ 1a2s Svade Page-fault exceptions for A and D bits. Yes
domic instruchons. 5 q
c Singie-precision Soaling point MaFUCTOnS. 40 x m Qn:';:_"“;ﬁ :: Ssccplr Coherence PMAs must support page-tables. Yes
D Double-precision floating-point instructions. 4024 — Sil‘lg|B-|:Ii.t instf.:tiuns.l — Sstvecd stvec.MODE=IIJiracI1 is supported. 1025
[+ Compressed instructions. Yes Ssivala stval gets faulting virtual address. 1025
gms: SSF! hslruﬂ:nsr.d - :";525 ;z:::_l gx::-r:mz:mﬁm::;umns ::': Sscounterenw | hpmecounter and scounteren. 3Q25
nir BEE COUN a IMers. N
| Zihgm Hardware periarmance counters. | "aqes Jichop Cache-block prefeteh instructions, 1025 Svlpbrnt Plage-balsad memcliry typee. 1925
Zicol Caherence PMAs must support instruction fetch. | Yes Zichoz Cache-Block Zero Instructions, 1025 Svinval Fine-grained TLE invalidation. 1025
Zicorea Coharence PMAs must support RervEvantual, 4024 Zihmin Half-pracision foating-paint. 4024 Svnapot NAPOT translation centiguity. 2Q25
Ziccamoa Coherence PMAs must support all atomics. Yes 2kt Data-independent execution latency, 3025 Ssic supervisor-mode timer interrupts. 1Q25
Zicolsm Misaligned loads and slores. Yes W Victor extension 4024 Sscofpmf count overflow and mode-based filtering. 3025
Zvfmin Wector minimal half-pracision floating-point. 4024 Ssnpm Pointer masking for senvefg.PME, henvcfg.PME. 3Q25
Zvbb Viector basic bit-manipulation instructions. 4024 SsuBdxl sstatus. UXL UXLEN=64. Yes
£vkl Vector dala-independent exaculion |abﬂntﬁ 40124 H The h—rpen;iscr extension. Yeos
Ziininl Nan-temporal lacality hints. | 1035 Ssstateen Supervisor-mode view of the state-enable extension. | 3025
Zcond Integer concllional aperations. | 424 Shcounterenw | hpmeounter and hcounteren. 3025
Zimop Ty De-opsraions. : | 2025 Shvstvala vstval gets faulting virtual address. 1025
Zomop Compressed may-be-operations. 2025 . -
Zeh ASIOTE] Compresesd MEFRCRONE. Ves Shtvala htval gets faulting guest physical address. 1025
Tia Aadiional Roating-Point instruchions. a028 Shvstvecd vstvec.MODE=Direct is supported. 1Q25
FawTs Wit or-resarvation-ael Instraclions. 025 Shvsatpa All translation modes in vsatp. Yes
Supm Pointar masking. 025 Shgatpa hgatp SvNNx4 modes supported. Yas
Zvkng Vector crypto NIST akgorithms with GCM. 3025 Svag Page-based 48-bit virtual-memory system, Yes
Zvksg ‘ector crypto Shanghi algorithms with GO, aoes Svs7 Page-based 57-bit virtual-memory system. Yes
Zabha Byte and halfword atomic memory operations. 2025 Zkr Entropy CSR. 3025
Zacas Compare-and-Swap insfructions. 2025 Svadu Hardware A/D bit updates. 1025
Ziccamoc Coharenca PMAs must Flrl:l'l.l'-lh AMOCASD, 2025 Sdtl’lg DBbUQ triggers. 3025
Zvbe "ﬂ.mu.r carryless multiplication. ; 2025 Ssstrict No non-conforming extensions. 3025
;El:'lamb w::ﬁ ;ﬂ‘:?ﬁ;}dﬂos s atomic. :;5 Svvptc Invalid to valid PTEs w/o fence. 1025
¥ i ing- . - - -
T Scalar caryless mullphy. os Sspm Supervisor-mode pointer masking. 3025
Ziclip Landing Pacs, 3025
Ziclss Shadow Stack, 3025
Zufh Wiector hal-pracision floating-point. 025
Zibfmin Scalar BF16 converts. 3025
Zvfodmin ‘ector BF16 converts. 3025
Zvfofwma ‘ecior BF 16 widening mul-add. 3025
Zilencel Instruction-Feich Fence. ‘fes
Ss1p13 Supervisor architechurs version 1.13. Yes
Svibare The satp mode Bare must be supportad. fes
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Single Hart vs Multi-Hart + SoC 6

BREKER"

Scenario

Model |c§‘|<\ = —: Model <l$
J

r:gg < F - _I
Virtualized OS Services

—p test.c —p  test.c
BREKER" Comlpller

ZB

TrekSoC

test.tbx [ u ]
test.tbx
0 0 ‘ [ )
C P U | \ | \ li |
TrekBox TrekBox I Cache-Coherent Switching Fabric
r 13 Cache / Snoop Filter
4 [ scme/somie |
L 1 C’:':;‘;’Izr chZ'STTZr PCIE Ethernet Offload

# t t PCIE Ethernet
: Y : vIP vIP
Memory Snoop Interrupt T

Model VIP VIP

P '

Testbench control needed for Multi-core tests needed for
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Thanks for Listening!
Any Questions?




